


IT Acceptable Use Policy
Overview
This policy outlines the acceptable use of IT and communications systems provided by the organisation. These systems are essential for delivering services, maintaining operational integrity, and ensuring compliance with legal and regulatory obligations. Misuse may result in disciplinary action, including dismissal for gross misconduct.
This policy applies to all individuals granted access to our IT resources, including computers, mobile devices, email, internet, and telephony systems.
General Principles
We expect all users to act responsibly, ethically, and legally when using our IT systems.
• 	Limited personal use is permitted provided it does not interfere with work duties or breach this policy.
• 	Incidental personal use outside working hours is allowed, provided it complies with this policy and other relevant policies (e.g. Safeguarding, Equal Opportunities, Data Protection).
• 	All users must take reasonable steps to protect equipment and data from theft, damage, or unauthorised access.
Privacy and Monitoring
We reserve the right to monitor and audit use of our IT systems to ensure compliance, protect data, and investigate misconduct.
• 	Monitoring may include email, internet usage, telephone records, and CCTV footage.
• 	Users should not expect privacy when using organisational systems.  Any monitoring will be proportionate, justified, and carried out in accordance with data protection legislation.
• 	Monitoring is carried out for legitimate business purposes, including safeguarding, security, and compliance.
• 	Monitoring is conducted in accordance with the Data Protection Act 2018, UK GDPR and the Data (Use and Access) Act 2025.
Prohibited IT Activity
The following behaviours are strictly prohibited:
• 	Accessing, downloading or distributing obscene, pornographic, hateful, or illegal material
• 	Sending or forwarding messages that are offensive, defamatory, harassing, or intimidating
• 	Using systems for gaming, streaming, or social media (unless authorised for business use)
• 	Downloading unauthorised software or introducing viruses or malicious code
• 	Sharing confidential information without permission
• 	Using mobile phones or devices while riding horses, operating machinery, or driving
• 	Attempting to bypass security controls or access restricted data
• 	Storing employer information on unauthorised systems or devices
• 	Use that in a way could compromise safeguarding, including inappropriate communication with children or vulnerable individuals
Data Protection
We are committed to safeguarding personal and sensitive data.
• 	Only authorised personnel may access confidential systems or data.
• 	Data must not be shared with unauthorised individuals, internally or externally.
• 	All users must comply with our Data Protection Policy and relevant legislation.
Safe Use and Security
To maintain a secure IT environment:
• 	Do not click on suspicious links or open unknown attachments.
• 	Report any suspected phishing, malware, or data breach immediately.
• 	Keep passwords secure and do not share login credentials.
• 	Ensure devices are locked when unattended.
Bring Your Own Device (BYOD)
We recognise that staff and volunteers may occasionally use personal devices (such as smartphones, tablets, or laptops) for work-related communication or tasks. To protect our data, systems, and reputation, the following rules apply:
• 	Authorisation: Personal devices must not be used to access or store work-related information unless explicitly authorised by management.
• 	Security: Devices must be protected by a passcode or biometric lock and kept up to date with security patches and antivirus software.
• 	Data Handling: Confidential or sensitive information must not be downloaded, stored, or shared via personal devices unless encrypted and approved.
• 	Email Access: Access to work email from personal devices must be via secure, approved methods (e.g. Microsoft Outlook app with MFA enabled).
• 	Loss or Theft: Any loss or theft of a personal device used for work purposes must be reported immediately so that appropriate data protection measures can be taken.
• 	Monitoring: While we do not monitor personal devices, any work-related use may be subject to investigation if a data breach or policy breach is suspected.
• 	Separation of Use: Staff must not use personal devices to bypass restrictions on organisational systems (e.g. accessing blocked websites or storing employer data externally).
We reserve the right to withdraw BYOD permissions at any time if there is a risk to data security or operational integrity. Any work-related data remains our property and must be returned or deleted on request.  
Enforcement and Reporting
Breaches of this policy will be investigated under our Disciplinary Policy and Procedure.
• 	Serious breaches may result in dismissal or referral to the police.
• 	All users must report suspected misuse or security incidents to their Line Manager or the Designated Safeguarding Lead.
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